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Motivation

AAIl legal proceedings rely on the productionesidence in order
to be instituted.

A Courts are goingdigital, likeeverything else in ouvorld

OElectronicevidence (EE)m® different from traditional evidence in that is
necessary for the party introducing it into legal proceedings, to be able to
demonstrate that it is no more and no less than it was, when it came into
their possession. In other words, no changes, deletions, additions or other
alterations havetakenplaced &- Council of Europe

A Challengeevidenceexchange vs integrity preservation

AOQur goal:

A Present overaltationale behind different scenarios relating to the
collection/use/exchangef EEacross EUEVIDENCE project)

A Discuss at a high level possible directions for a software
architecture on exchanging investigation data
A Approach: goabriented requirements engineering

A Give feedback about the approach



Outline

A Motivation

ADomain Description

AMethodology: GRL

AHigh Level Goals

ARefinement of Efficient and Trusted Exchange of Evidence
ADiscussion

A Conclusions



As-Is: Partial Solution (e-CODEX)
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Asls CurrentlyUsed Exchangefy/stems

A TESTAIG
A secure(encrypted) network provided by thEuropeanCommission
A Each TESTRG node is provided with a standamtk system to
exchange with other nodes on the network
A VPN+TESTNG: betweerEurojust and Member State Bureaus
A Messageexchanging (enail type of serviceps
A secure file transferring (SFTP),
A videostreamingservicesandother dataservices

A INTERPQDL&24/A and Hink systems
A based on VPN tunnels over leased lines
A communication links between law enforcement agengle=A) irall
member countries.
A The SIENA system BUROPOI(+ alsoEurojus)
A a secure Information exchangetwork
A deployedover a leased line
A+ LargeFile Exchange system (SFTP type) for klege



How to Define/Capture Domain Knowledge about EE

ACybOXCyber ObservableXpressioj
A Open Sourcelanguage for representing cyber objects
+ relationships

ADFAX (Digital Forensic Analysigpressioh
ABased orCybOXobservable part
+ Unified Cyber Ontology (UCO)
AExtensible using XML schemas

AORD?2i: specialisamhtology for DigitaForensicCases
Aaccurately represents digital incident
Aandthe associated digital investigation



Representatlon Model: DFAX

: Com e
I Attorney

AN

—_ subclass-of | may-contain
-— ~—
' ~
i subclass-of DFAX
\ “-Idenmy : | Package

subclass-of subclass-of

™~ subclass-of \_\17
subclass-of | ~ c Ve
has 7 -
Compilation
subclass-of | \ Pl ,

ﬁ.____’

empowered-by subclass-of

Forensic
Action

carries-out
analyzes

results-in

, carries-out
fits-pattern a characterizes

Targeting subclass-of

cyber
observable
(CybOX)

subclass-of

~
subclass-of —I>( Observable’)

| T — -

subclass-of

fits-pattern subclass-of

subclass-of environmental

characteristic

I

I

I

I

|

I

= &
| Victim

|

| .
I

I

I

subclass-of -
Action
Lifecycle
l Phase
_v - .
< TP TN =~
(modus ) \ Action )

www.cetic.be



GoalOriented Requirements Engineering (GORE) Appr

AWhy ?
A Make goals explicit from high level goals down to operational syste
A Assess how they interact, how current situation fulfils them

AHow ?
A Different GORE flavour available: KAQS, Dw][ X X
A No specific requirement on the metaodel

A But need for open source tool and open exchange format

C GRL fUCMNavselected
(also based on simultaneous experience in another project)

A See discussion about feedback on experience



GoalOriented Requirements Language (GRKey Concepts

An Actor

A Goalt a property toachieve 3

Wh en pe rfO 'm | ] g a g |Ve raCUVIty __ - e,

and accurately measurable (KPI) .

A Soft-Goal goalwhose satisfactios * presnee | (T

difficult to evaluate quantitatively ., —— .
E.g. noAfunctionalproperties e, e
like Security or adaptablllty ..............................................

A Belief expresses belief from stakeholders related to the goals to
achieve when performing the given activity.

A Task representsa concrete task to perform in order to achieve
identified goals

A Resourcerepresentsa resource needed by a task or needed to achieve
a given goal.

A Actor: anactual type of stakeholders or more often a role held by
certain stakeholders responsible for the elements witisnperimeter




GoalOriented Requirements Language (GRKey Relationships

A Opinion == (Cemeat Y Belef
associatiorof a Belief element

to another type ofelement A"d\

Softgoal 2

A Decomposition |
expressesiow a given goal, sefjoal,
resourceor task can be decomposed
iInto @ more concrete sadf such concef
3 types: AND, OR, XOR

A Contribution: >
describedhow Softgoals, Tasks, or Links
contributeto others (+ or)

Resource

A Dependency
expressecdh dependencyrom adependerto adependee
(actually between actor and through other elements)
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Top-Level Goals

High level rationales
and observations

General Observation:
Colboration should be considered beyond EU
at a global world-wide level.

General Observation:
European Commission wil continue producing EU wide
directives regarding digital matters

General Rationale:
O/fIEC 27043 along with 1SQ/IEC 27037, ISO/IE
27041 and 1SO/IEC 27042 provides broad but complete
information in relation to investigation processes hence it

is adequate for proposing a standard EU and
international alignement.

General Rationale:
Growing technical complexity in handling and processing
electronics and its data

Rationale
Efficient and trusted exchange or sharing of
electronics or its associated data or intermediate
analysis data shal be considered in the context of
trans-national cases.

. -

G1. Maintain [Efficient, trusted, reliable cooperation between
stakeholders in trans-national criminal cases involving electronic evidence
throughout the entire life-cycle of the investigation process]

General Rationale:
Growing internationalisation of crimes
igvolving electronics and digital data

‘And

General Observation:
Based on EU history, member states wil keep
prerogatives on implementing EU directives to their local
legal and judicial context.

1.1 Maintain [an efficient, trusted, reliable
processing of electronic and digital evidence
ftems in trans-national criminal cases]

G1.3 Achieve
various stakeholders in different
countries to use different software tools
to assist in conducting investigation
processes and activities in relation to
electronics and ts data and respect their
own local rules and laws]

Achieve [Efficient and trusted
identification of sources holding
potential digital evidence items)

aintain [a efficient and trusted
preservation of electronic and
digtal evidence items]

General Constraint:
EU member states and transnational organisations often
have existing system that they wil likely not abandon.

Achieve [Efficient and trustworthy
reporting and presentation of
electronic evidence in a court of law]

G1.2 Maintain [an efficient and trusted overal
management process of electronic and digical
evidence items in trans-national criminal cases

Achieve [efficient and trusted
colection of sources holding potential
electronic evidence items)

Achieve [Efficient and
trusted analysis of digital
evidence items)

1.2.1 Maintain [an efficient and trusted overa
planning, execution and assessment activities in
relation to electronic or digital evidence including task
collaboration and delegation between mulkiple
agencies in trans-national criminal cases]

1.2.2 Achieve [efficient and trusted exchange of data in
trans-national criminal cases between judicial stakeholders
potentially with different roles in different countries]

chieve [Efficient and trusted acquisitio
of data from sources potentialy holding
electronic evidence items)
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Efficient and Trusted Exchange of Digital Evidenc

Case based
patterns

1 Data Time

C Need to find
compromise Milestone
Driven



