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Motivation

ÅAll legal proceedings rely on the production of evidence in order 
to be instituted. 

ÅCourts are going digital, like everything else in our world
άElectronic Evidence (EE) is no different from traditional evidence in that is 
necessary for the party introducing it into legal proceedings, to be able to 
demonstrate that it is no more and no less than it was, when it came into 
their possession. In other words, no changes, deletions, additions or other 
alterations have taken placeΦέ  -- Council of Europe

ÅChallenge: evidence exchange vs integrity preservation

ÅOur goal:
ÅPresent overall rationale behind different scenarios relating to the 

collection/use/exchange of EE across EU  (EVIDENCE project)

ÅDiscuss - at a high level - possible directions for a software 
architecture on exchanging investigation data.

ÅApproach: goal-oriented requirements engineering
ÅGive feedback about the approach
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Outline

ÅMotivation

ÅDomain Description

ÅMethodology: GRL

ÅHigh Level Goals

ÅRefinement of Efficient and Trusted Exchange of Evidence

ÅDiscussion

ÅConclusions

3



www.cetic.be

As-Is: Partial Solution (e-CODEX)

2016-09-06 e-CODEX Nickel, MoJ NRW 
Germany
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National system

Å Creates documents

Å Sends/receives documents

National Connector

Å Adds/checks the Trust-OK token

Å Transforms to/from e-CODEX standard  

e-CODEX Gateway

Å Establishes connection

Å Formats/extracts the content 

to/from eBMS3.0 standard 

Å Open source solution
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As-Is: Currently Used Exchanged Systems

Å TESTA-NG 
Å secure (encrypted) network provided by the European Commission.
Å Each TESTA-NG node is provided with a standard rack system to 

exchange with other nodes on the network.

Å VPN+TESTA-NG: between Eurojust and Member State Bureaus
Å Message exchanging (e-mail type of services)
Å secure file transferring (SFTP), 
Å video streaming servicesand other data services

Å INTERPOLΩǎ ƛ-24/7 and I-link systems
Å based on VPN tunnels over leased lines
Å communication links between law enforcement agencies (LEA) in all 

member countries.

Å The SIENA system at EUROPOL(+ also Eurojust)
Å a secure Information exchange network
Å deployed over a leased line
Å + Large File Exchange system (SFTP type) for large files
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How to Define/Capture Domain Knowledge about EE

ÅCybOX(Cyber Observable eXpression):
ÅOpen Source language for representing cyber objects 

+ relationships 

ÅDFAX (Digital Forensic Analysis eXpression) 
ÅBased on CybOX: observable part

+ Unified Cyber Ontology (UCO)

ÅExtensible using XML schemas

ÅORD2i: specialised ontology for Digital Forensic Cases
Åaccurately represents a digital incident 

Åand the associated digital investigation
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Representation Model: DFAX
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Goal-Oriented Requirements Engineering (GORE) Approach

ÅWhy ?
ÅMake goals explicit from high level goals down to operational systems

ÅAssess how they interact, how current situation fulfils them

ÅHow ?
ÅDifferent GORE flavour available: KAOS, iϝΣ Dw[ΣΧ

ÅNo specific requirement on the meta-model

ÅBut need for open source tool and open exchange format

Č GRL + jUCMNavselected 
(also based on simultaneous experience in another project)

ÅSee discussion about feedback on experience
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Goal-Oriented Requirements Language (GRL) ςKey Concepts

ÅGoal: a property to achieve 
when performing a given activity
and accurately measurable (KPI)

ÅSoft-Goal: goal whose satisfaction is 
difficult to evaluate quantitatively
E.g. non-functional properties 
like security or adaptability

ÅBelief: expresses a belief from stakeholders related to the goals to 
achieve when performing the given activity. 

ÅTask: represents a concrete task to perform in order to achieve 
identified goals 

ÅResource: represents a resource needed by a task or needed to achieve 
a given goal. 

ÅActor: an actual type of stakeholders or more often a role held by 
certain stakeholders responsible for the elements within its perimeter
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Goal-Oriented Requirements Language (GRL) ςKey Relationships

ÅOpinion: --------
association of a Belief element 
to another type of element

ÅDecomposition: 
expresses how a given goal, soft-goal, 
resource or task can be decomposed 
into a more concrete set of such concepts
3 types: AND, OR, XOR

ÅContribution: 
describes how Soft-goals, Tasks, or Links 
contribute to others (+ or -)

ÅDependency: 
expressed a dependency from a dependerto a dependee
(actually between actor and through other elements)
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Top-Level Goals
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Process breakdown
Pattern (ISO standard)

High level rationales 
and observations
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Efficient and Trusted Exchange of Digital Evidence

Case based
patterns

-1 Data Time

Č Need to find
compromise Milestone

Driven


